Terms of reference for performing due diligence review

CREDIT BUREAU 

[bookmark: _GoBack]Background

The National Credit Regulator (“NCR”) receives applications from potential credit bureaux.  In terms of Section 43 of the National Credit Act (NCA) 2005, as amended (“the Act”), credit bureaux must comply with the following requirements:
(i) maintaining and imposing appropriate qualifications, competence, knowledge and experience requirements for its employees or contractors who will have the authority to represent it in any function under the Act; 
(ii) has sufficient human, financial, and operational resources to enable it to function efficiently and to carry out effectively its functions in terms of the Act or presents a credible plan to acquire or develop such resources; 
(iii) has adopted procedures to ensure that questions, concerns and complaints of consumers or credit providers are treated equitably and consistently in a timely, efficient and courteous manner or presents to the NCR a credible plan to acquire or develop such procedures; and
(iv) is registered with the South African Revenue Services.
In addition to the requirements of Section 46 of the Act, a person may not be registered as a credit bureaux if any person who has a controlling interest in the credit bureaux is:
(i) a credit provider;
(ii) a debt collection agency; or
(iii) a person who conducts any disqualified business prescribed in terms of subsection (5). 

Scope of work
1.     Brief description of the applicant’s business model/target market (both current and future).
2.     Details of information that will be reflected on the consumer’s credit report profile.
3. High level organogram:
(i) company structure both group and subsidiaries;
(ii) operational organogram.
4. Information of the CEO and 1st level of senior management:
(i) name of employee; 
(ii) position in organisation;
(iii) qualifications; 
(iv) experience (number of months, years in current role and similar roles); 
(v) bureau related experience (IT/Operations/Compliance).
5. Shareholding information: 
(i) declaration of interest by management, directors (executive and non-executive) and  shareholders;
(ii) the auditor will perform a due diligence on management, directors and shareholders. 

6. Key contractors/outsourced service providers of the applicant;
(i) signed contracts which stipulate terms and conditions e.g. agency agreements; 
(ii) auditors to complete a due diligence on all contractual agreements and report to the NCR on their findings; 
(iii) should contracts not be signed as yet a report from the auditors should indicate the potential contractors which the company wish to enter into agreements with.  The CEO of the company has to notify NCR once these agreements have been finalised and provide copies thereof;
(iv)  copies of business prospectus to be submitted.

7. Copies of the HR policies and procedures:
(i) line management infrastructure; 
(ii) access controls for staff;
(iii) code of conduct in terms of IT personnel;
(iv) Confidentiality agreements in relation to data, to which staff have access.
8. Copy of the training budget.
9. Copy of the latest external audit management letter (if applicable).
10. Copy of the latest internal audit submission to the main audit committee (if applicable);
11.     Board approval of a compliance risk or internal audit officer;
12. Copy of the latest management accounts.
13. Copy of the latest signed audited financial statements.
14. Copy of any due diligence/limited assurance report by external parties that was issued during the past 12 months (if applicable).
15. Copies of documented policies and procedures with process mapping of the data inclusive of amendments to NCA and review dates of said policies and procedures with regards to the following:
(i) acceptance of filing of consumer credit information;
(ii) accuracy of consumer credit information (including free credit report proposal);
(iii) retention of consumer credit information;
(iv) maintenance of consumer credit information;
(v) expunging of records that are not permitted.
16. Copy of information security policy:
(i) security documenting the protection of the data;
(ii) policy and procedure;
(iii) process map.
17. Business continuity management plan:
(i) disaster recovery plan in terms of IT systems, data and employees;
(ii) Off-site infrastructure to be included;
(iii) disaster site must clarify load shedding /generators;
(iv) including operational plans: short and long term.


18.     List of exception reports run on data (e.g. duplicate ID numbers). The data layout must be clearly  
    defined (i.e. SACCRA format);
19. Risk management plan.
(i) Audit committee must be stipulated (if applicable);
(ii) Enterprise risk methodology in terms of risk management plan;
20. Information on current litigation against the directors, management and the organisation (if applicable);
(i) type, number and value of cases.
21. Copy of the policy and procedures for handling questions, concerns and complaints of consumers, debt counsellors, alternative dispute resolution agents or credit providers:
(i) dispute process and procedure in terms of the dispute directive for credit bureaux;
(ii) escalation process of disputes; 
(iii) IT mapping process of the above.
22.  A detailed overview of the IT infrastructure, systems and IT resources both onsite (at  organisation’s premises) and off site (business continuity site).Procedures to be performed by the independent audit firm must include the following;
(i) Obtain and inspect the information security policies (‘Policies’) established by the credit bureaux and identify  the  IT controls designed by management in the Policies to prevent:
a. Unauthorised Physical and logical access by credit bureaux employees and all third parties, including outsourced service organisation, to consumer credit information;
b.  Unlawful access to  consumer credit information by any third party and 
c. Unlawful distribution of consumer credit information in terms of the NCA.
(ii) Through interviews with credit bureaux management and inspection of their Policies, confirm that the credit bureaux has established formal access policies and procedures for all third party (client) access to its systems.
(iii) For each control identified in procedures 1.1 to 1.3 and 2, identify if the control is operating as defined in the Policies.(Refer to section 4 for sample size guidance)
(iv) Identify and report on the destruction policies and procedures of the consumer credit information received by the credit bureaux.
(v) Obtain a declaration of cloud service providers used by the credit bureaux and for each cloud service provider report on the following:
a. Geographical location of the servers used by the cloud service provider to render services to the credit bureaux and
b. Encryption protocols over consumer credit information at rest and in transit with the cloud provider.
(vi) Obtain and inspect the Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP) of the credit bureaux and report on the following:
a. The controls identified in the BCP and credit bureaux to backup, recover and provide availability of consumer credit information;
b. Off-site backup locations used by the credit bureaux and 
c. The extent to which the BCP and DRP has been tested by the credit bureaux for operating effectiveness.
d. Encryption protocols over consumer credit information which is backed up.

(vii) Obtain and inspect suitable Information Systems (IS) documentation and report on the nature of the following security systems and applications, which has been implemented by the credit bureaux, and the extent to which the latest updates was performed on identified systems and applications:
a. Intrusion detection mechanisms;
b. Anti-Malware software;
c. Firewalls (software and hardware devices) and 
(viii) Encryption protocols over consumer credit information at rest and in transit.

23. PRO/Customer Liaison (consumer education policy):  
(i) a detailed overview of the applicant’s client base;
(ii) the applicant’s value proposition and benefit to the consumers;
(iii) details of current consumer awareness campaigns,  education drives and the target markets and audiences (relevance to Section 13 (a) and Section 72 (1) of the Act);
(iv) present and future client base.
24. Data: An overview of the organisation’s strategy and processes around retrieving data from other sources such as TransUnion/Experian/XDS. 
(i) data sources, verification & validation policies, processes and process mapping around the following:
a. Loading of the data; 
b. Storage of data; 
c. Data suppliers (relevance to Regulation 17, 18, 19, 20,  Section 70 (2), (3), Section 71 and Section 72 of the National Credit Act);
(ii) a policy and procedure document highlighting where the onus lies concerning this data;
(iii) contractual obligations and the sample of the data must be provided.

25. Report in the manner and form in respect of credit bureaux reporting requirements as stipulated in Regulations 70 and 71 of the Act.

The appointed auditor must conduct an audit on the applicant and provide an independent assurance report to the NCR on whether or not the applicant meets the above summarized minimum set criteria:
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